Plateforme FIREWALL

Pare-Feu (pfSense)

Nous allons mettre en place le Pare-feu pfSense. Nous le paramétrons
pour qu'il puisse faire les liens entre les Vlan pour que les Serveurs et les
clients puissent fonctionner ensemble et donc, avoir une adresse avec le
DHCP, communiquer avec I'AD pour rejoindre le domaine et aller chercher des
données dans les serveurs de fichier SAMBA. Ensuite nous allons mettre en
place un Proxy pour gérer les trafics. Et pour finir nous mettrons en place le
load balancing des deux serveurs web depuis pfSense

Un_pare-feu (de l'anglais firewall) est un logiciel et/ou un matériel permettant de faire
respecter la politique de sécurité du réseau, celle-ci définissant quels sont les types de
communications autorisés sur ce réseau informatique. Il surveille et contrble les
applications et les flux de données (paquets).

Sources: Wikipedia

pfSense est un routeur/pare-feu open source basé sur le systeme d'exploitation FreeBSD.
A I'origine un fork de mOnOwall, il utilise le pare-feu a états Packet Filter, des fonctions de
routage et de NAT lui permettant de connecter plusieurs réseaux informatiques. Il comporte
I'équivalent libre des outils et services utilisés habituellement sur des routeurs
professionnels propriétaires. pfSense convient pour la sécurisation d'un réseau
domestique ou de petite entreprise.

Apreés une bréve installation manuelle pour assigner les interfaces réseaux, il s'administre
ensuite a distance depuis l'interface web et gére nativement les VLAN.

Comme sur les distributions Linux, pfSense intégre aussi un gestionnaire de paquets pour
installer des fonctionnalités supplémentaires, comme un proxy, serveur VolP1...

Sources: Wikipedia



Etapes de la procédure :

¢ Installation pfSense

e Administration interface WEB et paramétrage

e Proxy

e "Dhcp relay" et création de la route pour les VLAN

e Haute disponibilité serveur LAMP avec du "load balancing"
e Test du "load balancer"

Prérequis :

Si vous faites ca avec des machines v
machines propres avec I'ISO, et ne pas
éviter les problémes d'ID.

O

irtuel, créer des
les cloner pour

Une iso " pfSense-CE-2.4.2 "

7)

« Une machine client (dans ce cas-la c'est un Windows
« Deux serveurs web pour le load balancing
Schéma :
Agence GSB-LYON-C
SERVFW
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Sur SERVFW




Paramétrer le nom du serveur " SERVFW "
Sur SERVFW, il y a cartes 3 réseau :
LAN : 192.168.224.13 en VMNET2
WAN : DHCP en VMNETO (bridge)
DMZ : 10.69.1.254 en VMNET6

Sur SERVFW

Installation pfSense

Installer I''SO " pfSense-CE-2.4.2 "

pfSense Installer

Helcome
Helcome to pfSense!?

Install Install pfSensze

Rescue Shell Launch a shell for rescue operations
Recover config.=ml Recover config.xml from a previous install

<Cancel?>

Choisir la langue



pfSense Installer

Keymap Selection
The system console driver for pfSense defaults to standard "US"
keyboard map. Other keymaps can be chosen below.

Ezstonian I50-8859-1
Estonian IS0-8859-15
Finnish Codepage 858
Finnish I50-8859-1
French Canadian IS0-8859-1 (accent keys)
French Dvorak-like
) French Dvorak-like (accent keys)
(=) French I50-8859-1
( )Y French I50-8859-1 (accent keys)
C ) French MacbooksMacbook Pro I50-8859-15 (accent keys)
( ) German Codepage B85H
( ) German I30-8859-15

35%

<Helect >| {Cancel>

[Press arrouws, TAB or ENTERI]

kbd: French IS0-8859-1

Laisser le partitionnement en Auto

pfSense Installer

Partitioning
How would you like to partition your disk?

Auto (UFS) wided Disk Setup

Manual Manual Disk Setup (experts)
Shell Open a shell and partition by hand
Auto (ZF5) Guided Root-on-ZF3

<Cancel>

Valider "NO"



pfSense Installer

Manual Configuration
The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to make any final manual
modifications?

< Yes > < glo >/

Valider "REBOOT"

pfSense Installer

Complete
Installation of pfSensze
complete?! Hould vou like
to reboot into the

installed syster nouw?

GRITIRE <shell >

Au redémarrage, il vous demandera si vous voulez paramétrer les VLAN maintenant.
Nous le feront plus tard, allez entrer "n"



oading configuration
pdating configuration...done.
arning: Configuration references interfaces that do not exist: emB eml

etiwork interface mismatch —— Running interface assignment option.
leB: link state changed to UP
lel: link state changed to UP
le2: link state changed to UP

alid interfaces are:

B8 :Bc
B8 :Bc
Bd :Bc

o VULANs need
If ULANs will

29:f9:36:5c (downm) AMD PCnet-PCI
:29:f9:36:66 (down) AMD PCnet-PCI
:29:f9:36:78 (down) AMD PCnet-PCI

to be set up first?
not be used, or only for optional interfaces, it is typical to

=ay no here and use the weblonfigurator to configure ULAN=s later, if required.

[Should ULAN=s be =et up wnow [ypinl? n

Maintenant, nous allons configurer les cartes réseau, et pour cela il faut les adresses MAC de
chacune, pour les connaitre.

Dans VMware, faites clic droit sur votre VM puis settings. Sélectionner votre premiére carte
réseau puis dans la partie droite sélectionner "Advanced" et la vous verrez votre adresse MAC,
notez la et faites la méme chose pour les 2 autres cartes réseau.

Virtual Machine Settings

Hardware | Options

e .
Device Summar! =
¥ MNetwork Adapter Advanced Settings

W Memory 2GB
[ Processors 2 Incoming Transfer
e Hard Disk (SCSI) 50 GB Bandwidth: Unlimited v

CD/OVD (SATA) Using file G:\DD 55D LPYGRETAYsos, ..
& Network Adapter  Custom (VMnetd) Kbps:

Al |4 v

@Network Adapter 2 Custom (VMnet2)
@Netwnrk Adapter 3 Custom (VMnets)
@ USE Controller Present

Packet Loss (%): | 0.0

@) sound Card Auto detect Qutgoing Transfer
= Printer Present Bandwidth: Unlimited v
Bpisplary Auto detect .
) Kbps: =
Packet Loss (3): | 0.0 =
MAC Address |
00:0C:29:F9:36:5C Generate j
0K | Cancel Help
% Add... Remove

OK Cancel Help




Maintenant il va vous demander de faire le liens entre vos carte réseau
Et vu que vous avez récuperer les adresses MAC, vous pouvez faire le liens pour que :

o« LAN:192.168.224.13 en VMNET2

.« WAN : DHCP en VMNETO (Bridge)
. DMZ: 10.69.1.254 en VMNET6

arning: Configuration references interfaces that do not exist: emB eml

etwork interface mismatch —— Running interface assignment optionm.
leA: link state changed to UP
lel: link state changed to UP
le2: link state changed to UP

alid interfaces are:

AA:Ac:29:f9:36:5c (dowm) AMI PCnet-PCI
AA:Ac:29:f9:36:66 (down) AMD PCnet-PCI
AB:Ac:29:f9:36:78 (down) AMD PCnet-PCI

o ULAMs need to be set up first?
If ULANs wWill not be used, or only for optional interfaces, it is typical to
=ay no here and use the webConfigurator to configure ULAN=s later, if required.

Should ULANs be =et up now [pinl? n

If the nanmes of the interfaces are not known, auto-detection can
he used instead. To use auto-detection, please disconnect all

interfaces before pressing 'a’ to begin the process.

Enter the HWAN interface name or "a’ for auto-detection
(leA lel l1e? or al): leB

Faire la meme chose pour chaque carte puis valider.

Vous avez terminé, maintenant vous étes arrivez sur le menu de pfSense.

[Starting CROM... done.
pfSense 2.4.2-RELEASE amd64 Mon Hov 28 B38:12:56 C5T 2817
Bootup complete

FreeBSD-amd64 (pfSense. localdomain) (ttyvB)
Muware Uirtual Machine - Hetgate Device ID: 12f83bc74385a84fa754
»#* lelcome to pfSense 2.4.2-RELEASE (amdB64) on pfSense ==

HAN (panl -» lef -»
LAN (lam) -» lel -» vd: 192.168.1.1-24
OPT1 (opti) -» le2 -»

H) Logout (S5H only) 9) pfTop

1) Assign Interfaces Filter Log=s

2) 3et interfacel(s) IP address Restart webConfigurator

3) Reset webConfigurator password PHP =shell + pfSense tools

4) Reset to factory defaults Update from console

5) Reboot system Enable 3Secure Shell (sshd)
6) Halt systemn Restore recent configuration
7)Y Ping host Restart PHP-FPH

8) Shell

Enter an option:



Nous allons configurer l'interface LAN avec I'option "2"

Enter an option: 2

vailable interfaces:

1 - WAN (l1eB - dhcp, dhcpb)
- LAN (lel - static)
- OPT1 (le2)

Enter the number of the interface you wizh to configure: 2

Enter the new LAN IPv4 address. Press {ENTER> for none:
> 192.168.224.13

[Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.

e.. 255.255.255.8
255.255.48.4
255.8.8.8

[
-3

mn mnn
(== ]
o

Enter the new LAN IPvw4 subnet bit count (1 to 31):

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:

e Choisir l'interface : Lan

e Luidonner I'adresse IP : 192.168.224.13
e Le sous-réseau : 28

e Gateway :Entrer (ne rien mettre)

e adresse IPV6 :Entrer (ne rien mettre)

e DHCP:n

e Cemettreenhttp :n

e Pour terminer appuyer sur enter

Administration interface WEB et paramétrage

e Prenez la main sur un client dans
le réseau LAN configuré en IP fixe
Par exemple 192.168.224.5 /28 en
vmnet2

e Grace a un navigateur, se
connecter a l'interface pfSense a
I'adresse 192.168.224.13

SIGN IN

Connectez-vous a pfSense
Login par défaut : admin
Mot de passe par défaut : pfsense




Aprés l'ouverture de session il vous demandera de faire le complément des parameétres.
Faire suivant jusqu'a la configuration suivante et entrer les méme informations

Décocher "Override DNS" sinon le DHCP du LAN va écraser les configurations

Flisense

COMMUNITY EDITION

Wizard / pfSense Setup / General Information [~]

Step 2 of 9

General Information

On this screen the general pfSense parameters will be set.

Hostname SERVFW
EXAMPLE: myserver

Domain | gsb-lyan-c.cool

EXAMPLE: mydomain.com

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server 192.168.224.1
Secondary DNS Server 88838

Override DNSIRNE|

Allow DNS servers to be overridden by DHCP/PPP on WAN

= pfSense Rubicon Communications, LLC (Netgate) view license ®

Cliquer sur "Next" pour passer a |'étape suivante

Show PPTP password Reveal password characters
PPTP Local IP Address
pptplocalsubnet 32
PPTP Remote IP Address
PPTP Dial on demand Enable Dial-On-Demand mode
This option causes the interface to operate in dial-on-demand mode, allowing a virtual full time connection, The interface is configured, but the actual
connection of the link is delayed until qualifying outgoing traffic is detected
PPTP Idle timeout

I no qualifying outgeing packets are transmitted for the specified number of seconds, the connection is brought down. An idle timeout of zero disables
this feature.

RFC1918 Networks

Block RFC1918 Private [ Block private networks from entering via WAN
Networks  when set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10/8, 172.16/12, 192.168/16) as well as
Ioopback addresses (127/8). This option should generally be left turned on, unless the WAN network lies in such a private address space, too.

Block bogon networks

Block bogon networks % Block non-Internet routed networks from entering via WAN
When set, this aption blocks traffic from IP addresses that are reserved (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that
should never appear in the Internet routing table, and obviously should not appear as the source address in any packets received

= pfSense Rubicon Communications, LLC (Netgate). view license =

Sur la page suivante il faut juste décocher :
« Block private networks from entering via WAN
« Block non-Internet routed networks from entering via WAN
Car si le serveur n'a pas assez de mémoire vive cela peut engendrer un dysfonctionnement du
firewall.
Cliquer sur "Next" pour passer a |'étape suivante




Configurer un nouveau mot de passe : " gsblyon "

i pfsenselocaldomain - Wizard: X [ESB(HCH >
< ¢ &

Wizard / pfSense Setup/ Set Admin WebGUI Password ]

Set Admin WebGUI Password
On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled.

Admin Password [ seseses

Admin Password AGAIN

pfSense Rubicon Communications, LLC (Netgate) view license:

Cliquer sur "Next" pour passer a |'étape suivante
Cliquer sur "reload" (prend a jour les modifications)

Cliquer sur le "here" de :
"Click here to continue on to pfSense webConfigurator.”

Wizard / pfSense Setup/ Wizard completed. 2]

. Sedofo_______________________________]
Wizard completed.

Congratulations! pfSense is now configured.
Remember, we're here to help.
Click here to learn about Netgate 24/7/365 support.

Click here to continue on to pfSense webConfigurator.

On va configurer I'adresse IP de notre DMZ.
Aller dans : Interfaces / OPT1

— uw NAs WER MILLpO [ L re.aivuess leio

Rlisense

Interfaces ~ Firewall ~ Services

COMMUNITY EDITION

Assignments

Status / Dashboard

WAN
Name ser  OPTT
System VMware Virtual Machine

Netgate Device |D: 12f83bc74305aB4fa754



Interfaces/ OPT1 =l @

General Configuration

Enable  [F]Enable interface

Description o1z — Remplir avec les mémes
Enter a description (name) for the interface here. ) .
informations

|Pv4 Configuration Type Static IPv4 )
IPv6 Configuration Type MNane =)
I — Puis cliquer sur "Save"
This field can be used to modify (spocf’) the MAC addrass of this interface.
Enter a MAC address in the following format: ececocoeooxx or leave blank.
i )

If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances.

Mss )

If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCF/IP header size) will be in effect.

Speed and Duplex Default (no preference, typically autoselect) [ia]

Explicitly set speed and duplex mode fi
WARNING: MUST be se1 o autoselect (a

xmatically negatiate speed) unleaa the port this

Static IPv4 Configuration

IPvd Address | 10.6.1.254 AED [+]

S =

If thia interface is an Intemnet connection, select an

connecta 1o has its speed and duplex forced.

isting Gateway from the
should be "none”. Gat

t or add a new one using the "Add" button,
s can ba managed by clicking here.

Reserved Networks

Block privete networks D
and loopback addresses

On local area network interfaces the upstream gate

cal addrezses per
ce resides in such a

Blocks traffic from IP addresses that are reserved for private net s per RFC 1018 172.16/12, 192.168/16) and unique
/8). This option should generally be tumed on, unless this network in

RFC 4193 (; /7) as well as loopback addresses {1
private address space. too.
Block bogon networks  [7]

Blocks traffic from reserved IF addresses {but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
routing table, and so should not appear a5 the source address in any packets received.
Note: The update frequency can be changed under System-=Advanced Firewall/NAT settings.

Puis cliquer sur "Apply changes" pour appliquer les changements

General Configuration

"Dhcp relay" et création de la route pour les VLAN



Sarvicen

Captive Poria
Interfaces / DMZ DHCF Rielay

DHCP Sairssr

Aller dans Services / dhcp relay

The ehanges Fies bisn sppied suscsashully e

DHCPvE Server & RA

5 7 DMNS: Forwar deer
General Configuration .

DNE Resokier

E +
Ensble o Enable interface Byl Do

Diseripiion ORAZ |28AP Proocy
Tl a descipt T hai Load Balancer
NTP
1Pv4 Confguration Type Static IPwd
PPPEE Sefvis
1Py Confgumtion Type sanae SHMP
UBRP & HAT-PRAP
MAL Addreas Wk r LAM
] be wsed to m = the MAC addres

Remplissez le formulaire de la méme facon pour que le "DHCP relay" soit actif et que votre
serveur DHCP et les clients puissent communiquer ensemble.

Cliquer sur "Add server" pour rentrer le deuxieme AD.
Cliquer sur "Save" pour enregistrer votre paramétrage.

Flisense

COMMUNITY EDITION

Services / DHCP Relay = =@

DHCP Relay Configuration

Enable Enahle DHCP relay on interface

Ioverface(s) [ ] -

Interfaces without an IP address will not be shown.

D.ﬁ\ppend circuit |0 and agent |0 to requests

If thia ia checked, the DHCP relay will append the circuit ID (pfSense interface number) and the agent ID ta the DHCP request.
Destination server 192.168.224.1
[ 192.168.224.9

This is the IPvd address of the server to which DHCP
requests are relayed.



Rlisense

COMMUNITY ERITIDN

T Aller dans system / routing / gateways
Advanc

System /| cert Manager lays

General Setup

Gateways High Avail. Sync sway Groups
Logout {admin)
Package Manager _
Hame Rauting Interface
) WAN_DF  Setup Wizard WAN
@  wanp Urdee WAN
Uszer Manager

Cliquer sur "+add" pour ajouter

Remplissez le formulaire de la méme fagon

System / Routing / Gateways / Edit O=mEe@

Edit Gateway

Disabled  []Dissble this gateway

Set this option to disable this gateway without remaving it from the liat.

Interface LAN

Choose which interface this gateway applies to.

Address Family IPvd

Choose the Internet Protocol this gateway uses.

Mame | GatewsyCisco

Gateway name

Gateway 192.168.224.14

Gateway IP address
Default Gateway DThia will select the above gateway as the default gateway.

Gateway Monitoring [ Disable Gateway Manitoring

This will consider this gatewsy as slways being up.

Gateway Action ] Diszble Gateway Monitoring Action

Ma action will be taken on gateway events. The gateway is always considered up.

Monitor IF
Enter an alternative address here to be used to monitor the link. This ia used for the quality RRD graphs = well as the load balancer entries_ Use this if
the gateway does not respond to ICMP echo requests (pings).

Force state DMark Gateway as Down

This will force this gatewsay to be considered down

A description may be emtered here for reference (not parsed).

Cliquer sur "Save" pour enregistrer votre paramétrage.




Cliquer sur "Apply changes" pour appliquer les changements

Flisense

COMMUNITY EBITION

Om=e

Gateways Static Routes Gateway Groups

MName Interface Gateway Monitor IP

Description Actions
@  GatewayCisco LAN 102.168.224.14 19216822414 SO0
@  WAN_DHCP (defauk) WAN dynamic Interface WAN_DHCP Gateway ra E
@  WAN_DHCPS (default) WAN dynamic Interface WAN_DHCPG Gatewsay # E

Dans "static routes"
Puis ajouter une route statique en cliquant sur "+add"

Flisense

COMMUNITY EDITION

System / Routing/ Static Routes
Gateways Static Routes Gateway Groups

Hetwork

Gateway Interface Description Actions

Remplissez le formulaire de la méme fagon
Cliquer sur "Save" pour enregistrer votre paramétrage.

Flisense

COMMUNITY SOITION

System / Routing / Static Routes / Edit = =@

Edit Route Entry
Destination network 192.168.224.16

28 =

Destination network for this static route
Gateway GatewayCisco - 192.168.224.14 [=]
Choose which gateway this route applies to or add a new one first
Disabled D[Jisahle:his static route
Set this option to disable this static route without removing it from the list.
Description

& description may be entered here for administrative reference (not parsed).




Cliquer sur "Apply changes" pour appliquer les changements

Elisense

COMMUNITY EDITION

System / Routing/ Static Routes il = @

Gateways Static Routes Gateway Groups

Static Routes
Network Gateway Interface Description Actions
@ 192.168.224.16/28 GatewayCisco - 192.168.224.14 LAN rdmi~}ij

Proxy

Un proxy est un composant logiciel informatique qui joue le réle d'intermédiaire en se plagant
entre deux hétes pour faciliter ou surveiller leurs échanges.

Dans le cadre plus précis des réseaux informatiques, un proxy est alors un programme servant
d'intermédiaire pour accéder a un autre réseau, généralement internet. Par extension, on
appelle aussi « proxy » un matériel comme un serveur mis en place pour assurer le
fonctionnement de tels services.

Serveur proxy
(entremetteur)

Sources: Wikipedia




Flisense  syer.

COMMUNITY EDITION

Advanced
System /| cert. Manager Routes il = @
General Setup
High Avail. Syne Rully.

Logout (admin)

The changes he

Package Manager

Gateways Routing rway Groups
Setup Wizard
| static Rout NN S —
Network Gateway Interface Deseription Actions
User Manager
@ 192168228 10728 GatewayCisco - 192.168.224.14 LAN £ OOm

System / package manager
Available package

On va installer squidguard

System / Package Manager / Available Packages 2]

Instzlled Packages Available Packages

Search term aquid Bath i)

Entter a search string or *nix reguler expression to ssarch package names and descriptions.

Mame Version Description
Lightsquid 3.0.6_4 LightSquid is a high performance web proxy reperting tocl. Includes proxy realtime statistics (S0QStat). Requires Squid package.

Package Dependencies:
R lighttpd-1.448_1 % lightsquid-1.8_5

squid 0.443  High performance web proxy cache (3.5 branch). It combines Squid a= a praxy server with ita capabilities of acting as a HTTP / HTTPS reverse
proxy. It includes an Exct Wak- (DWA) Assistant, SSL filtering and antivirus integration via C-ICAP.

Package Dependencies:
R squidclamav-6.16 Sy aquid_radius_auth-1

WV oquid35273 Reicapmodules0.4.5
squidGuard 1.16.4  High performance web proxy URL filter.

Package Dependencies:
% aquidguard-1.4_15

Installer "squid" puis "squidgard"

"Squid" est un serveur proxy
"Squidguard" fait filtrage web

Aller dans : Service / squid proxy server



Jjsense

MUNITY GRITION

Captive Portal
System/ Package Manager/ Package If phcrRelay Q
DHCP Sarver
pfSense-pkg-squidGuard inatallation successfully completed. DHCFy5 Reley
DHCPv6 Server & RA
DNS Forwarder
Inatzlled Packages Available Packages Package Inst
DNS Resclver
L M W W W W W W S W
IGMP Proxy
T ...
-

AR for any raal Merld us=age yon masd o downll NTP
sxk wpdrzed Blacklizss end fEseze yewr sxm ceond
PPPoE Server

on hege: SNMP

quidguard.org/ Squid Proxy Server
Squid Reverse Proxy
Io REEiyaEs ERs changss do a
SquidGuard Proxy Filer

UPnP & NAT-PMP

Wake-on-LAN

ME ®% lEa3t ARE SAREGREY shes befors snabling
ndex. phpltopic=94312.0 for derails.

m. |

¥>> Cleaning ue cache. .. dope.

1

ArrRRAn

Remplissez le formulaire de la méme facon

General Remote Cache Local Cache Amtivinus ACLs Traffic Mgmz Authentication Users Real Time Sync

neral Settings

Enable Squid Praxy heck to enable the Squid prexy.

Important: If unchecked, ALL Squid services will be disabled and stopped.

Keep SettingaiData  [7]F erabled, the settings,laga, cache, AV dafs and sther data will b pressried seroas package nstalls

Important: If disabled, all settings and dats will be wiped on package uninstall/reinstall/upgrade

Py erticets) e

DMZ
WA
locpback Bl
The interface(s) the praxy server will bind to. ize CTRL + click o select mutiple interfaces.

Praxy Port 2128

This is he port the promy server will iaten on. Defauk: 3128

ICP Port

prony server will send and receive ICP queries to and fram neighbar caches.

ank if you don't wamt the proxy server to communicate with neighbor caches thraugh IGF:

Allow Users onInterface  [g7]f checke. the users comnected to the interface(s) selected in the Proy interface(s) fied will be allowes to use the proxy.
st of allowed subine

There will be no need 10 add the interface’s subn 4.
Patch Captive Portal - see Bug #3534 for details

Resobvs DN IPad First  [Enable this 1o force DN IPad |

akup first.

proflems accessing HTTRS 5

This aption is very useful if you b

Dizable ICMF  [~Theckhis to disable Squid [CMP pinger befper.

Use Alternate DNS
R “’”"‘S""“T To use DN servers ather than thaze configured in System > up, enter the [P{s) here. Separate entries by semi-colans
-
Transparent Proxy Settings

Transparent HTTF Proxy rable transparert mode to farward all requests for destinatian port 80 to the proxy server.

[i]

Transparent praxy mode warks withaut any additansl configuration being necessary on cl
Important: Transparent made will fiter SSL (port 443) if you enable HTTPS/SSL Intarce;
s ser to proxy both HTTF and HTTRS protacols without intercepting SSL connections, configurs WF,

PAC aptions an your

Transparent Proxy LAN

-
Interfacefs) OMZ
WA

The interfa raxy server will transparently intercept requests an. Use CTRL + click to select multipis interfaces

Bypass Prozy for Private [ nat forwand traffic e Private Address Space (RFC 1918) destinstions:
Address Destination

mations in Private Address Space (RFC 1918) are passed directy

*through the prowy serves.

Bypass Praxy for These
Source IPs

D net farward traffic from hese source IPs, CIDR nets, hasinames, or slisses thraugh the premy server but let i pass directly shrough the frawal
Applis only to transparent mode. Separate =

5 by semicalans




Address Destination  Doosinations in Private Address Space (RFC 1918) are passed directiy through the firswall, nat through the procy serves.

Bypass Praxy for These

SourcelP= 1 not forwand traffic from thess source [Ps, CIDR nets, hastmames, or aliases thraugh the proxy server but let it pass directly thraugh the firewall

Applies only to transparent made. Separate entries by semi-calans

Bypass Praxy for These

DestirationlF's 1, o+ proxy traffic going to these destination IPs, CIDR nets, hostnames, o aliases, but let it pass directly thraugh the frewall,

Applie= only to transparent mode. Separate sntries by semicalans

S5L Man In the Middle Filtering

HTTPS/SEL Interception I:Fnahlgﬁl futtering.

SSL/MITM Mode Splice Whitelist, Bump Otherwise =

The SSL/MITM mode determines how SSL interception is treated when 'SSL Man In the Middle Filtering’ is enabled.
Default: Splice Whitelist, Bump Otherwise. Click Info for details. [1]

S5L Intercept Interface(s) LAN
DMZ
WAN

The interfacs(s) the praxy server will imarcegt 5L requests on. Use GTRL + click 1o select multiple interfaces.

SSLProxyPort | 3129
This is the port the prooxy server will sten on 1o intercept SSL while using transparent proxy. Defauit 3129
SSL Proy Comptibifity Modem =
Mode
The compatiiisy made detsrmines which cipher suites and TLS versions are supported. Default: Moderm. Chick bnfo for details. &)
DHParams Key Size 2048 (defauk) =)

DM parameters ane uxad for temporary/=phemenal D4 key exchangss ard imprave security by enabling the us= of DHE ciphers.

[ nare =

Select Certficate Authority 1o use when S2L intercegtion is enabied. &)

SEL Certificate Deamon 5

Children 1. is the number of SSL certificate deamon children to start. May need to be increased in busy snvironments. Defauit 5

Remate Cert Checks Accept remote server cerificate with amrars
Da not werify remote cenificate
Select remote 5L certificate checks to perform. Use CTRL + ciick 1o select multiple options.
Certificate Adapt Sets the “Not After” (setvialidAfer)
Sets the "Not Before” (s=tyalidBefore)
Sets €N praperty (s=tCommanhlame)

See= ssiprony_cert_adapt directve documentation and Mimic original SEL server certificate wiki artice for details.

Logging Settings

Enable AccessLogging [T willsmable the access log.

Waming: Do NOT enable if available disk space is low.

Log Store Directory fvarisquid/iogs
The dir=caory whers the lags will b stored; alsa used far lags ather than the Access Log above. Default fvar/squid/iogs
Important: Do MOT include the fraiing / when setting a custom location.

Rotatz Logs

Defines haw many days of logfiles will be kept. Rotation is disabled  left smaty:

Log Pages Demied by [Makes f poasible for SquidGuard daried log 1o be inchuded on Squid Iogs.

SquisGuard  ppy info for detailed instructions, €

Headers Handling, Language and Other Customizations

WVisible Hostname lacalhost

This is the hostname to be dispiayed in proxy server emor messages.

Administrator's Email administrateur gsb-hon-c.cool

This is the email address displayed in emor messages to the users.

Error Language en =]

Select the language in which the prasy s=rver will display emor messages o users.

¥-Forsarded Header (an) |;|

Mode
Choose how to handle X-Forw arded-For headers. Default: on 0

Dizable VIA Header Df nat sed, Squad will include a Via header in requesis and rephes as required by RECZE1 6.

URI Whitespace strm =
Characters Handling o )
Choase how to handle whitespace charzcters in URL. Default sip 6

Suppress Squid Version  [Ruppresass Suid version sting infa in HTTF headers and HTML srmor pages if anabied.

Cliquer sur "Save" pour enregistrer votre paramétrage.

Un message d'erreur va apparaitre, c'est normal.



Package/ Proxy Server: General Settings / General Q=a=g

General Remote Cache Local Cache Antivirus ACLs Traffic Mgmt Authentication Users Real Time Sync

The following input ernars were detecsed:

# Please, canfigure and save 'Local Cache” settngs first.

Squid General Settings

Aller dans "local cache"

Faire "save" tout en bas sans modifier les réglages.

Retourner sur "général" (vérifier bien que tout soit bien parameétrer car parfois la modification
change) puis refaite "save"

Aller dans service / squidguard proxy filter

Elisense
cBNMRITY E3TiaN
Cagtive Partal
Package/ Proxy Server: General Settings  ouce fetay Co=ln=e
DHCE S=rver
General Remote Cache Local Cache Antivius | DHCPwE Relay Authentication Users Real Time Sync
e DHCPvE Server & RA

DNKS Resoiver

Enable Squid Praxy  [7heck 1o enabie the Squid praxy.

Important: H unchecked, ALL Squid stapped.

IEMP Proxy
Meep SettingsiData  [7]f erabled, the setings. gs,cat oo | be preserved across package reinstalls.
Important: i disabled, all settings 2 e age uninstallreinstall/upgrade.
Praxyorincets) | [ +: serer .
DMZ
o
WAN hine
loopback Squid Praxy Server ik

The interface(s] the praxy server wil ielect muttigle interfaces.

Squid Reverse Praxy
PraxyPort | 3122 SquidGuard Proy Fiter
This is the port the proxy server will | UPRP & NAT-PMP

Walk=-or-LAM
ICP Port

Remplissez le formulaire de la méme fagon
Récupérer la blacklist de I'lUT de Toulouse et rentrer le lien dans "Blacklist url" :
ftp://ftp.ut-capitole.fr/pub/reseau/cache/squidguard_contrib/blacklists.tar.gz



General setiings Camman ACL Groups ACL  Targeicategories  Times Slackist log  XMLRPC Syne

General Options

Enable  [heckthis aption to snable squidGuard.

aries’ tab befo

nabling. See this fink far detailz.

Impertan ezt om

The Save button at the bottom of this page must be clicked to save configuration changes.

te squidGuard configuration changes, the Apply button must be clicked.

SquidGuard service state: STOPPED

LDAF Options

Enable LDAP Fiter  [Enable options for setup ldap comnection t creste fters with ldap search

LDAP BN
LDAF DH Passwerd
Pessward must Ex: Change124), valid form +12-8]
Strip NT domain name Srip NT domair name comaanent fram user names (f or | separated).
Strip Kerberas Realm Sirip Kerbaros Resim comparert fram user rames (@ separated).
LDAP Version Version @ )

Logging options

Ensble GUIlog  [(fFheck this agtion io g the access ta the Sraxy Filer GUL

Enshle log  [g7heck this aption o Iog she proxy fites setings e blocked websites in Common ACL Group ACL and Terget Categories. This aption s usually
lusedi 0 check the filtar setiings

Enablelog mistion  [heckihis option in risis i legs svesy day. This is recemmended if you nabie any kind of egging ie limis il size and do rai o ot of disk

space.

age instead of the defaui block page. With this optien the zer getz 3 cleaner webpage.

Clean Advertising [~ Phack this sption to Snpiay 2 slark gif i

Blacklist options

Blacklist heck this aption 1o enable biackiist
0T =nable thiz on HanaBSD installs!
Blackiist proxy
. or
pass] _ Defa
180 userpess
Blacklist URL | 3.ut-capitale fr/pub/ressau/cache/squidquan_cartrib/blackists. taroz

Chiist tar.gz) hene. You can use FTR HTTP or LOCAL URL biacklist archive or keave blank. The LOCAL path could be

Dans I'onglet "blacklist", cliquer sur "download"
(spamer le bouton download j'usqu'a ce que ca marche)

Package / SquidGuard / Blacklists Co=nE@

Times Fmwrites 2lacklist Log YMLRRC Sync

Blacklist Update

General settings Comman ACL Groups ACL Target catagari

er FTP or HTTP path to the blackiist archive here.

A la fin du téléchargement vous verrez



unITY EorTioN

Package / SquidGuard / Blacklists CO=luE@

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log XMLRPC Sync

Blacklist Update

0% ftp://ftp.ut-capitolefr/pub/reseau/cache/ squidguard_contrib/blacklists.tar.gz

& Download |

Enter FTP or HTTP path to the blacklist archive here.

© Blacklist update Log

Begin blacklizt update
Sears dewnload.

- £x/pub/resean/cache

workdir_
Reconfigure 3quid proxy.
Blacklizs update complese.

Dans l'onglet "common acl"

Cliquer sur +

Aller tout en bas et mettre "Default access [all]" sur "allow"
Puis choisir les catégorie a interdire en les mettant sur "deny"

COMMUNITY EDITION

Package / Proxy filter SquidGuard: Common Access Control List (ACL) / Common ACL CO=W =0

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log XMLRPC Sync

General Options

Target Rules

Target Rules List @ @

ACCESS: 'whitelist' - alw

ys pass; ‘deny’ - block; 'allow’ - pass, if not blocked

Target Categories

[bik_blacklists_ads] access — -
[bik_blacklists_adult] access — -
[blk_blacklists_aggressive] access — -
[bik_blacklists_agressif] access — -
[bik_blacklists_arjel access — -
[bik_blacklists_associations_religieuses] access — -
[bik_blacklists_astrology] access — -
[bik_blacklists_audio-video] access — -
[bik_blacklists_bank] access — -
[blk_blacklists_bitcoin] access — -
[bik_blacklists_blog] access| — -
[blk_blacklists_celebrity] access — -
[blk_blacklists_chat] access — -
[bik_blacklists_child] access — -
[bik_blacklists_cleaning] access — -
[bik_blacklists_cooking] access — -
[bik_blacklists_cryptojacking] access| — -
[bik_blacklists_dangercus_material] access — -
[bik_blacklists_dating] access — -
[blk_blacklists_ddos] access — -
[bik_blacklists_dialer] access — -
[bik_blacklists_downioad)] access — -
[bik_blacklists_drogue] access — -
[bik_blacklists_drugs] access — -
[bik_blacklists_educational_games] access — -

LT
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[blk_blacklists_games] access — -

[blk_blacklists_hacking] access — -
[blk_blacklists_jobsearch] access — -]
[blk_blacklists_lingerie] access — -
[bik_blacklists_liste_blanche] access - -
[blk_blacklists_liste_bu] access - -
[blk_blacklists_mail] access — -
[blk_blacklists_malware] access — =
[blk_blacklists_manga] access — -
[blk_blacklists_marketingware] access — -
[blk_blacklists_mixed_adult] access -
[blk_blacklists_mobile-phone] access —
[blk_blacklists_phishing] access — -
[blk_blacklists_pom] access — -
[blk_blacklists_press] access — -
[bik_blacklists_proxy] access -
[blk_blacklists_publicite] access -
[blk_blacklists_radic] access — -]
[blk_blacklists_reaffected] access — -
[blk_blacklists_redirector] access — -
[blk_blackiists_remote-control] access — -
[blk_blacklists_sect] access — v
[blk_blacklists_sexual_education] access — -l
[blk_blacklists_shopping] access — -
[blk_blacklists_shortener] access — -
[blk_blacklists_social_networks] access — -
[blk_blacklists_speciall access - ]
[blk_blacklists_sports] access
[blk_blacklists_strict_redirector] access — -
[blk_blacklists_strong_redirector] access — -
[blk_blackiists_translatien] access — -
[bik_blacklists_tricheur] access —
[blk_blacklists_update] access -
[blk_blacklists_violence] access — -
[blk_blacklists_warez] access — -
[blk_blacklists_webmail] access — -
Default access [all] access allow

Do not allow IP- |:| To make sure that people do not bypass the URL filter by simply using the IP-Addresses instead of the FODN you can check this option. This option
Addresses in URL has no effect on the whitelist.

Proxy Denied Error

Et cliquer sur "Save"

Remplissez le formulaire de la méme fagon

General settings Common ACL Groups ACL Target categories Times Rewrites Blacklist Log XMLRPC Sync

General Options

Target Rules all

Target Rules List @ @

Do not allow IP- |:| To make sure that people do not bypass the URL filter by simply using the IP-Addresses instead of the FODN you can check this option. This option
Addresses in URL has no effect on the whitelist.

Proxy Denied Error

The first part of the error message displayed to clients when access was denied. Defaults 10 "Request denied by Sg[product_name] proxy”

Redirect mode int error page (enter error message) B

Select redirect mode here.
Note: if you use ‘transparent proxy’, then 'int redirect mode will not accessible.
Options:ext url err page , ext url redirect , ext url as ‘'move’, ext url as ‘found”.

Redirect info

Enter external redirection URL, error message or size (bytes) here.

Use SafeSearch engine Enable the protected mede of search engines to limit access to mature content.

At the moment it is supported by Google, Yandex, Yahoo, MSN, Live Search and Bing. Make sure that the search engines can be accessed. Itis
recommended 1o prohibit access to others.
Mote: This option ovemrides Rewrite” setting.

Rewrite none (rewrite not defined) B

Entter the rewrite condition name for this rule or leave it blank.

Leg Check this option to enable logging for this ACL.




Et cliquer sur "Save"

Ensuite dans "general settings"
Puis "Enable"
Puis "apply"

Package / Proxy filter SquidGuard: General settings/ General setlings Co=wEe

General settings Cemmon ACL Groups ACL Target categories Times Rewrites Blacklist Log XMLRPC Sync

General Options

EIIE [ Check this option 1o enable squidGuard
Important: Please set up at least one category on the Target Categories’ tab before enabling. See this link for details
The Save button at the bottom of this page must be clicked to save configuration changes.
To activate squidGuard configuration changes, the Apply button must be clicked.

SquidGuard service state: STOPPED
Enable LDAP Filter [ Enable options for setup Idap connection to create filters with Idap search

LDAP DN admin

Configure your LDAP DN (ex: cn=Administrator,cn=Users,dc=domain)

LDAP DN Password sssssss

Password must be initialize with letters (Ex: Change123), valid format: [a-zA-Z\/][a-zA-

Strip NT domain name Strip NT domain name component from user names {/ or \ separated).
Strip Kerberos Realm Strip Kerberos Realm component from user names (@ separated),
LDAP Version Version 3 B
Enable GUI log Check this option 1o log the access to the Proxy Filter GUI.

Enable log Check this option 1o log the proxy filter settings like blocked websites in Common ACL, Group ACL and Target Categories. This option is usually

used to check the filter settings.

Enable log rotation || Check this option to rotate the logs every day. This is recommended if you enable any kind of logging ta limit file size and do not run out of disk
space.

Il va afficher des erreurs Blacklist, n'en tenez pas compte et faite "Save" tout en bas

The following input errors were detected

+ (B1) BLACKLIST 'blk_blacklists_agressif error: file *fvar/db/squidGuard/blk_blacklists_agressif not found

» (B1) BLACKLIST "blk_blacklists_drugs’ error: file ‘/var/db/squidGuard/blk_blacklists_drugs’ not found

+ (B1) BLACKLIST 'blk_blacklists_mail' error: file ‘/var/db/squidGuard/blk_blacklists_mail’ not found

= (B1) BLACKLIST 'blk_blacklists_porn’ error: file ‘/var/db/squidGuard/blk_blacklists_pom' not found

« (B1) BLACKLIST 'blk_blacklists_publicite’ error: file ‘/var/db/squidGuard/bik_blacklists_publicite' not found

= (B1) BLACKLIST "blk_blacklists_redirector” emror: file ‘fvar/db/squidGuard/blk_blacklists_redirector’ not found
+ (B1) BLACKLIST 'blk_blacklists_viclence’ emor: file ‘/var/db/squidGuard/blk_blacklists_violence not found

Maintenant le proxy est actif, il ne plus qu'a configurer les navigateurs.



Haute disponibilité serveur LAMP avec load balancing

En informatique, la répartition de charge (en anglais : load balancing) est un ensemble de techniques
permettant de distribuer une charge de travail entre différents ordinateurs d'un groupe. Ces
techniques permettent a la fois de répondre a une charge trop importante d'un service en la
répartissant sur plusieurs serveurs, et de réduire l'indisponibilité potentielle de ce service que
pourrait provoquer la panne logicielle ou matérielle d'un unique serveur.

Sources: Wikipedia

On commence par crée l'ip virtuel en 10.69.1.1
On va dans firewall / Virtual IP

Flisense m e S

COMMUNITY EDITION

Aliases

Package/ Proxy filter SquidGuz war ngs /
Rules

General settings Common ACL Group  Schedules ories
Traffic Shaper

General Options Virtual IPs -

Enable [&] Check this option to enable squidGuard.

On clique ensuite sur "+add"

Remplissez le formulaire de la méme fagon

Firewall / Virtual IPs / Edit (]
Edit Virtual IP
Type @ P Alias @ carp @ Proxy ARP © Other
Interface DMZ IE‘
Address type Single address
Addresses) | 10.69.1.1 TE [=]
The mask must be the network's subnet mask. It does not specify a CIDR range
Virtual IP Password | ®®®®="%
Enter the VHID group password Confirm
VHID Group 1

Enter the VHID group that the machines will share.
Advertising frequency 1 0
Base Skew
The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the
master.
Description | VIP_DMZ

A description may be entered here for administrative reference (not parsed)



Cliquer sur "Apply changes" pour appliquer les changements

Firewall / Virtual IPs e

Virtual IP Address

Virtual IP address Interface Type Description Actions

10.69.1.1/32 DMZ IP Alias VIP_DMZ S

Maintenant allumer vos deux serveurs web

_Eﬂsense_
— Aller dans : services / load balancer
Firewall / Virtual IPs DHCP Relay
DHCP Server E
DHCPv6 Relay

The changes have been applied successfully.
DHCPv6 Server & RA

. DNS Fi d
Virtual IP Address talbnd I

DNS Resolver

Virtual IP address Interface
Dynamic DNS
10.69.1.1/32 DMZ 5
IGMP Proxy
Load Balancer
o NTP
PPPoE Server
SNMP

Squid Proxy Server
Squid Reverse Proxy
SquidGuard Proxy Fifter
UPNP & NAT-PMP

Wake-on-LAN

Flisense

COMMUNITY EDITION

Services / Load Balancer/ Pools/ Edit ==

« Aller dans : pools

Name senvweb
Mode | Load Balance =]

Desription o Puis faite : "+add"
Port | &g

This is the port the servers are listening on_ A port alias listed in Firewall -» Aliases may also be specified here

« Remplissez le formulaire
de la méme fagon

Retry 1=

Optionally s

y how many times 1o retry checking a

Add Item to the Pool

Monitor ICMP =l

Server IP Address 156933

« Etcliquer sur "Save"

. 10.69.1.11 7
Members 10.69.1.12

Disabied Enabled (Default}




Cliquer sur "Apply changes" pour appliquer les changements

ol = @

Fools Virtual Servers Monitors Settings
Name Mode Servers Port Manitor Description Actions
servweb loadbalance 10.69.1.11 80 ICMP SOf
10.69.1.12

Aller dans l'onglet : "virtual server" puis "+add"

Flisense

oLy eomon

Services / Load Balancer/ Virtual Servers/ Edit = BEe
Name VIP_SERVWEB
Description

1P Address | 10.69.1.1

This is normally the WAN IP ad:
listed in Firewall -> Aliases may al

rver o listen on. All connections o this IP and port will be forwarded to the pool cluster. A host alias
ed here.

Port 80 =

Port that the clients will co
used. A port alias listed in

arded 1o the pool cluster. Ifleft blank listening ports from the pool will be

Virtual Server Pool servweb [=]
Fall-back Pool None [~
Relay Protocol TCP [

Pisense -~ - = o

COMMUNITY EDITION

Captive Portal
Status/ Load Balancer/ Pools CARP (failover)
Dashboard
Pools Virtual Servers DHCP Leases
- DHCPv6 Leases
Name Mode Servers Gateways
servweb Load balancing Interfaces
10.69.1.11:80 (100.00%) ke
10.69.1.12:80  (100.00%) Load Balancer
Menitoring
NTP
OpenVPN

Package Logs
Queues
Services
System Logs
Traffic Graph

UPnP & NAT-PMP



Nous pouvons voir que le load-balancing a
Status / Load Balancer / Pools cozwmo bien été pris en compte sur les deux
serveurs WEB.

Name Mode Servers Monitor Deseription

Les deux serveurs sont en vert, ce qui

senvweb Load balancing icMP
106911180 (100.00%)

- " . .
e o0t signifie qu'ils sont bien connecté et ont
B o chacun une charge de 100%.

On peut voir qu'il a bien identifier et pris en

Status/ Load Balancer/ Virtual Servers (2}

compe les 2 adresses des serveur et leurs IP

Pools Virtual Servers H
BT Virtuelle.
Name Address Servers Status Description

VIP_SERVWEB 10.69.1.1:80 10.69.1.11 Active
10.69.1.12

Test du load balancer

Pour tester le load balancer des serveur web, on va couper I'un des deux serveur web

« Couper I'un des deux serveurs WEB
« Aller dans status / load balancer grace a votre interface WEB de pfSense

Esense n - terfaces ~ Firewall »

COMMUNITY EDITION

Status / Load Balancer/ Pools CO=m=60

Pools Virtual Servers

Load Balancer Pools

Name Mode Servers Monitor Description
servweb Load balancing ICMP
i 106911180  (95.00%)

10.69.1.12:80 (100.00%)

On peut voir que le serveur en 10.69.1.11 est tombé et que le load balancer a bien fonctionné.

Donc le serveur WEB en 10.69.1.12 a pris la charge de l'autre serveur automatiquement sans que
personne ne s'en rende compte car les utilisateurs pointe vers I'IP virtuelle.



